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Connected Cars

Protocol standard, more connectivity . = - Fa

Autonomous Drlvmg

More sensors, MCUs, connect|V|ty
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Shared Mobility

Becomes economically viable with the mtroductlon of
autonomous vehicles

Flectrification

Battery, vehicle weight, non-exhaust PM emissions
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Evolution of Automotive E/E Architectures
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Yesterday

Software Defined Car
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Importance of CyberSecurity

Human Life Data
e Tires e ' e Position
« Chassis I_'w  Call Records

. VYind'shieId | :: | E‘a * PVR Records
 Lighting System Safety Security « Browser Logs

« Braking System  Transaction Certificate
* Powertrain System | A
ﬁ%;g
* ADAS System .
» Gateway/Switch
» Sensor/Camera/Lidar
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Challenges

More than 100M LoC (Lines of Code)

Conversion from Closed t__..-'e'“n System

| N
el s g * 1 \_\ b f_'—'\‘.n.
£ -2 #7 1 ™

P0ssible*Measures
- Reliable Coding 'Stzl)e{MISRA).

ﬁ\ Standard & Regulation '

~ Monitorable and Updatable Architecture
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Reliable Coding Style

MISRA is a coding standard for

: ; : : Safe Secure
embedded industries, including

automotive, and was developed by
MISRA

the Motor Industry Software

Reliability Association. Reliable —Portable
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Activity

Process

Implement

Regulations Industrial Standard
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Jlitectufe™®

onitorab%‘hd Updatable Arct

. OFTAX Update . ... .
v
Body Domain Telematics
Controller - ...............
Report

Infotainment

Intrusion-Detection System Manager (ldsM) IDS Reporter (IdsR)
» Forwarding of IDS events to IDS * Reporting of IDS events to vehicle « Preventing, detecting, analyzing, and
Reporter via automotive protocol security operations center responding to cybersecurity incidents
« Updating security vulnerability
countermeasures via OTA (Over The Air)
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T ?ch hiqg ue

« Authentication _li  Sensitivity

« Authorization | » Traceability

* Integrity !

« Confidentiality

 Availability

* Non-Repudiation
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L7

L6
—
L4
lllegal ‘ - ” - 4 Snooping
L3 Communication | ' it (O =S/ Tampering
‘ ‘ \I\:& \ - A\ with Data
' Secure
Access
L | MACSec

Software > ‘ —
: \ Hardware identiality
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Examples of In-Vehicle Security Measures

Connectivity Diagnostic
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Conclusion

that will be necessary for OEM’s demands for differentiation
« There is no safety without cybersecurity

« Regulation and industry standards such as WP.29 and 1SO21434 provide good
guidelines, processes, and methodologies for the industry to ensure the
integrity of security measures

« Cybersecurity measures, including
were introduced through the OSI seven layer protocol
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